GDPR Statement

This policy describes how Sonoma County Tourism collects and processes personal data with
respect to data subjects covered by the EU General Data Protection Regulation. Depending on
your geographic location, some parts of this statement may not apply to you. Except as
described below, we are the data controller of personal data collected from our website. Our
physical address is 3558 Round Barn Blvd., Suite 106, Santa Rosa, CA 95403 and you may
reach us by emailing info@sonomacounty.com.

GDPR Principles

The GDPR principles exist to aid companies to stay and remain within the boundaries of the
regulation; they also help to understand its main objectives. Therefore, we comply with the
contours and principles expressed to be the core of GDPR compliance, which are:

e Lawfulness, fairness, and transparency. These first principles express the need to
comply with the GDPR when required under this regulation due to our activities, as
expressed in this Statement. We are to keep you as informed as possible regarding our
GDPR compliance.

e Purpose Limitation. As is determined in the text of the GDPR, all purposes for data
processing and collection must remain specific, explicit, and legitimate. The controller
must use such collected personal data for the particular purposes for which you have
consented to its collection and processing.

e Data minimization. We only collect the data which is necessary and relevant for our
activities. The less personal information we collect or process, the better for every party
involved.

e Accuracy. We keep data as up-to-date as possible and try to ensure we erase
inaccurate data or if we believe data is outdated.

e Storage limitations. We keep personal information only as long as necessary for the
purposes stated in our Privacy Policy

e Integrity and confidentiality. We protect and secure all personal data we store and
process and have methods to anonymize personal data.

e Accountability. We keep committed to recording our activities and strategies, proving
compliance with the GDPR, and constantly reviewing and improving the management of
personal data.

Sources of Data Collection

We may collect information about you during your visit and when you use our website, app, and
services. To give you more information on the sources of the data we collect from you, consider
that we are doing so;
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e When you directly share it with us. We directly collect data from you when you voluntarily
give it to us, such as when you register on the website or app, when you contact us
when you sign up for our services or our newsletter or promotional emails, or even when
you give us information about yourself in person, by phone or text, or by email.

e Automatically through your use of our services, website, or other similar activities. Your
personal information is collected automatically when you browse our site or app, even
when you are not a registered user. For example, we gather information such as your IP
address, which webpages you stay on and how long, and other user data and
information about the device you use when on the website or app.

e From third-party sources. We may also gather personal information about you from third
parties. We may receive personal information about you or your contacts if you register
for our services or access our website through a social media account. The types of
personal information we may receive from social media accounts will depend on your
privacy settings in those accounts. We may also receive personal information about you
from our partners and processors or from other third parties to whom you have given
permission to share your information.

Categories of Personal Data

We collect the following categories of personal data:
e Name and last name.
e Phone Number.
e Mailing Address.
e Email Address.
e Geographic Location Data
¢ Internet Protocol (IP) Address

e Device & Online Identifiers:

o Cookie IDs (such as _ga or _fbp), Mobile Advertising IDs (MAID), unique

browser/device fingerprints, and User-Agent technical specifications.
e Internet Activity & Behavioral Data:

o Browsing history, page views, click streams, mouse movements, session
heatmaps, scroll activity, ad engagement metrics, and referral URLs (tracked via
analytics engines like Heap, Microsoft Clarity, and Quantum Metric).

e Search, Inquiry & Booking Data:

o On-site search queries, travel interest preferences, booking selections, and pass
redemptions (processed via booking and CRM tools like Mindtrip, Simpleview,
Bandwango, and aRes Travel).

e Payment & Security Telemetry:

o Fraud detection indicators and transaction diagnostic data (processed via

payment services like Stripe).
e Consent Records & Preferences:

o Privacy banner opt-in/opt-out selections, cookie state configurations, and site
display preferences (managed via Osano and WordPress).



Social Metadata & Content:

o Social media handles, user-submitted media, and professional attributes
(captured via media tools like CrowdRiff or LinkedIn pixels).

Remember that you have the right at all times not to disclose any personal information to us.
However, this may impact and possibly limit your use of the Website and App and we may not
be able to provide you any Services to the extent that your personal data is required to enable
us to provide such data.

Special Categories of Personal Data

We may collect personal data which is considered sensitive and is classified as a “special
category” under the GDPR This may include:

Ethnicity.

Racial origin.

Cultural or social identity.

Religious and philosophical beliefs.

Trade union membership status.

Information about sexual orientation or sex life.
Health information.

Biometric data.

Genetic data.

How We Use Your Personal Information

We use your personal information for various purposes.

To provide you with our products and services.

To Contact you.

To improve and optimize our products and services to make them better and easier to
use by you and by our clients.

To better understand your preferences and use that information to develop further and
update our products and services.

To market our solutions.

To detect and avoid fraud.

To prevent fraud.

To comply with applicable legal obligations.

For various security purposes.

For a different specific purpose, for which you have specifically consented to.

We follow the directives of the GDPR in informing you about our uses, basis, and purposes for
the collection and processing of your personal data. In the event that any such purpose



changes, we will make sure to inform you about any changes to the purposes of why and what
we collect and process your data for.

Sharing of Your Personal Information

Under no circumstance will we sell, trade, or rent any of your personal information, regardless of
its source or purpose. However, with your previous consent, we may share personal data with
recipients under certain circumstances and with the following parties;

e With services providers, agents, subcontractors, and vendors to perform certain
activities and functions on our behalf, and only limited to the extent they need such data
to perform such activities and functions. Contractual boundaries are determined and
agreed upon with these parties to protect and responsibly use your data.

Within our company group, to better provide you with information and services.
With Professional advisors of ours which we consult on different niche areas, such as
legal, accounting, and banking.

e With public and government authorities and law enforcement, pursuant to legal
obligations or when we are compelled under law and authority to disclose personal data.

Legal Basis of Processing

Under the GDPR, all companies must have a legal basis for processing personal information.
We rely on the following legal bases for collecting and processing personal data:

e Processing is made based on your consent to the collection or processing of your

personal data.

Processing is necessary to perform a contract with you.

Processing is required to comply with a legal obligation that applies to us.

Processing is needed to protect the vital interests of you or another person.

Processing is based on the performance of a task carried out in the public interest or

based on the public authority.

e Processing is based on our legitimate interests or the legitimate interests of a third party,
provided that your interests or fundamental rights do not outweigh them.

International Data Transfer Mechanisms

Many US companies have commercial interests and businesses inside the EU and therefore
handle the personal data of EU citizens directly protected by the GDPR. As a result, EU
authorities, through the EU Commission, have determined the need for valid mechanisms for
companies to make such data transfers without putting any personal data protected under the
GDPR at risk of infringement. These are the most important of such mechanisms.



Standard Contractual Clauses. Also known as SCCs, these clauses are part of a
contract between data controllers and processors for safe and responsible data transfers
between EU and non-EU countries.

Adequacy Decision. The European Commission has made a finding that the country to
which the data is being transferred provides a level of data protection that is equivalent
to that provided by members of the European Union. When the international data
transfer is based on an adequacy decision, it means that, although data is sent cross-
border outside of the EU, the receiving country or territory can legally handle such
information as it were within the EU.

Privacy Shield. EU-US and Swiss-US Privacy Shield frameworks were designed by the
US Department of Commerce, the European Commission, and the Swiss Administration
and aimed to create an alternative mechanism for international personal data
transmission. Privacy Shield has been judged invalid as an adequate mechanism for
international data transfer by the EU Commission and the Swiss administration.
However, the US participants of Privacy Shields are still under the framework and must
remain compliant with its directives.

Binding Corporate Rules. These are data protection policies made by companies with
strict observation of GDPR and other privacy directives. Companies create BCR as a
valid and legitimate mechanism for transferring personal data outside the EU within a
group of companies or undertakings and enterprises. For the BCR to be compliant, it
must be approved by a local Data protection authority.

Your Data Subject Rights

The GDPR has granted data subjects specific rights respecting their personal data. This
applicability may depend on your nationality and geographic location. These are your rights:

Right of knowledge or confirmation. You have the right to obtain a confirmation of
whether your personal data is being processed

Right of access. You may require from the controller free information about the storage
of your personal information and also obtain a copy of this information. Additionally, you
have a right to know the purposes of the processing of any personal information, the
categories of personal information collected or processed and stored, and the recipients
of the personal information, if any.

Right of rectification. You have the right to correct or request the correction of your
personal information.

Right to be forgotten (erasure). You shall have the right to have your personal data
erased without delay, provided that processing is unnecessary. The controller shall
consider if such information is no longer necessary for the purposes it was collected for
and that there are no overriding legitimate grounds for processing.



e Right of restriction of processing. You have the right to request that processing of your
personal data be restricted when:

o The accuracy of personal data is contested;

o The processing of personal information is unlawful, and you do not require its
deletion;

o The controller does not need the personal data any longer, but is required to
keep it to fulfill a legal obligation or to pursue or defend a legal claim.;

o You have objected to processing their personal data during the time of
verification by the controller.

e Right of Data Portability. You have the right to receive their personal information in a
structured and machine-readable format. You shall have the right to transmit the data to
another controller without further observation by the original controller. You may also
request that personal data be transferred directly from one controller to another.

e Right to object. You have the right to object to the processing of your personal
information, at any time.

e Right not to be subject to automatic decision-making, including profiling. you have the
right not to be subject to this kind of processing.

e Right to withdraw consent. If you have consented to the collection or use of your
personal information, you have the right to withdraw your consent at any time.

Additionally, if you feel we have failed to address any of your requests regarding your personal
data, you may have the right to lodge a complaint with a Data Protection Authority. Here is a list
of the contacts for them: https://edpb.europa.eu/about-edpb/about-edpb/members_en To
practice your aforementioned rights, please contact us at the physical or email address provided
in our Privacy Policy. Before we grant or process any requests for your rights, we may require
verification of your identity.

Data Protection Officer

We have appointed a Data Protection Officer. You may contact them at:

Sonoma County Tourism
3558 Round Barn Blvd., Suite 106, Santa Rosa, CA 95403
interactive@sonomacounty.com

If you think the DPO is not the correct party to address for any questions or inquiries about this
Statement contact us to our provided contact data above.
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Subprocessors

For the purposes determined within this statement and to provide complete and compliant

services to you, we engage and use data processors with which we may share some categories
of your collected data. These subprocessors are under an agreement with us and may use your
data for the specific purposes we require and in compatibility with this statement and our privacy

policy.

NAME OF CATEGORIES OF
SUBPROCESSO PERSONAL DATA PURPOSE OF
R CONTACT DATA SHARED SUBPROCESSOR

Adara (RateGain)

dpo@adara.com
adara.com/privacy-promise

IP address, Device
identifiers, Location
data, Travel
booking intent,
Browsing history

Targeted marketing, audience
measurement, and travel data
analytics

Adobe Systems
Inc.

privacy@adobe.com
adobe.com/privacy

Device identifiers,
IP address, Web
interactions, Page
response metrics

Essential digital asset
management, font rendering,
and web performance

Amazon Web
Services (AWS)

aws-privacy@amazon.com
aws.amazon.com/privacy

IP address,
Technical request
headers, System

diagnostic logs

Cloud infrastructure hosting,
content delivery, and
application analytics

aRes Travel
(Advanced

Reservation
Systems)

privacy@arestravel.com
arestravel.com

Contact information,
Travel dates,
Booking choices, IP
address

Essential travel and lodging
reservation booking engine

Automattic Inc.

privacy@automattic.com

User preferences,
Session tokens,
Account credentials,

Admin configuration

Website content management
system interface and

(WordPress) automattic.com/privacy IDs personalization
Contact details,
Mobile pass
redemptions, Destination pass management
support@bandwango.co Location data, and experience ticketing
Bandwango Inc. bandwango.com Device IDs engine

Conversant /

Dotomi (Epsilon)

privacy@epsilon.com
epsilon.com/privacy-policy

Device IDs, Cookie
Identifiers, Ad
interaction history,
IP address

Personalized digital
advertising and ad attribution



mailto:dpo@adara.com
mailto:privacy@adobe.com
mailto:aws-privacy@amazon.com
mailto:privacy@arestravel.com
mailto:privacy@automattic.com
mailto:support@bandwango.co
mailto:privacy@epsilon.com

User-generated

media, Social Essential user-generated
handles, IP content curation, visual
privacy@crowdriff.com address, Device marketing, and media
CrowdRiff Inc. crowdriff.com/privacy-policy metadata galleries
IP address, Client
browser logs, Error Essential application
privacy@datadoghg.com telemetry, System monitoring, performance
Datadog, Inc. datadoghq.com/legal/privacy performance data |optimization, and error logging
IP address, Unique
client identifiers,
Google LLC Device Web analytics, embedded
(Google Analytics characteristics, video playback, targeted
/ YouTube / privacy@google.com Page views, Ad advertising, and tag
DoubleClick) policies.google.com/privacy interactions management
Click/tap stream,
Session duration,
Mouse movements,
privacy@heap.io IP address, Device | Product analytics and user
Heap Inc. heap.io/privacy characteristics behavior tracking
IP address,
Interactive Essential embedded
infographic interactive charts,
Infogram (Prezi privacy@prezi.com interactions, Device infographics, and visual
Inc.) infogram.com/privacy details widgets
IP address, Unique
device/cookie IDs,
Ad conversion
actions, Campaign measurement,
LinkedIn privacy@linkedin.com Professional profile | retargeting, and audience
Corporation linkedin.com/legal/privacy-policy attributes analytics
Mobile Advertising
IDs (MAID), IP
address, Mobile programmatic ad
dpo@loopme.com Geolocation, Ad targeting and attribution
LoopMe Ltd. loopme.com/privacy-policy interaction data measurement
Browser console
logs, Screen Web page feedback, bug
support@marker.io dimensions, Device reporting, and session
Marker.io marker.io/privacy 0S, Page URL diagnostic analytics

Meta Platforms,
Inc. (Facebook /
Instagram)

privacy@facebook.com
facebook.com/privacy/policy

IP address, Pixel
IDs, Browser user
agent, Page visits,
Custom conversion

events

Behavioral advertising, pixel
conversion tracking, and
social plugin integration
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Session heatmaps,
Click stream, IP

Prospect One
(jsDelivr)

support@jsdelivr.com

jsdelivr.com/privacy-policy

HTTP headers

Request timestamp,

Microsoft address, Behavioral analytics, site
Corporation privacy@microsoft.com Device/Browser |performance optimization, and
(Clarity / Bing) privacy.microsoft.com specifications ad targeting
Travel query inputs,
Session Essential Al travel planning
support@mindtrip.ai preferences, IP widget and conversational
Mindtrip, Inc. mindtrip.ai address search functionality
Consent choices, IP
address, Browser |Essential data privacy consent
privacy@osano.com type, Cookie management and compliance
Osano, Inc. osano.com/legal/privacy preferences consent banner
Device IDs, Content
interaction logs, IP Content recommendation
privacy@outbrain.com address, Referral widgets and native online
Outbrain Inc. outbrain.com/privacy URL advertising
Essential open-source
IP address,

Content Delivery Network
(CDN) hosting for web
libraries

Quantum Metric
LLC

privacy@quantummetric.com

interactions,
Technical

policy

quantummetric.com/privacy-

address, Device
telemetry

Session playback

diagnostic errors, IP

Digital experience analytics
and performance monitoring

Segment Inc.
(Twilio Segment)

privacy@twilio.com
segment.com/legal/privacy

User identifiers,

address

Interaction events,
Technical specs, IP

Customer Data Platform
(CDP) and user experience
personalization

Simpleview LLC

privacy@simpleviewinc.com

User session IDs,
Search queries, IP

simpleviewinc.com/privacy-
policy

address, Location
indicators

Essential destination
management system and
visitor bureau CRM/CMS
platform

Sojern Inc.

privacy@sojern.com
sojern.com/privacy

Travel interest
behavior, Search
history, IP address,
Device identifiers

Travel-focused programmatic
marketing and audience
targeting

Stripe, Inc.

privacy@stripe.com
stripe.com/privacy

IP address, Device
fingerprinting,
Payment telemetry

Essential fraud detection,
payment processing analytics,
and security

The Weather

privacy@weather.com

Company LLC

weather.com/privacy

IP address, General
geographic location,

Localized weather data
integration and weather-

Ad engagement

triggered marketing
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data

Tourism Aggregated site
visitor traffic,

Economics
(Oxford privacy@tourismeconomics.com| Geographic origin,
Economics) tourismeconomics.com Page engagement | and site visitor measurement
Consent status, IP

Tourism economic analytics

address,

privacy@usercentrics.com
Device/Browser info

Usercentrics

Essential consent
management technology

GmbH usercentrics.com/privacy-policy
IP address, Video
engagement logs,
privacy@vimeo.com Embedded player | Essential video hosting and
Vimeo, Inc. vimeo.com/privacy settings embedded media playback
IP address,
Geolocation
Windy.com coordinates, Essential embedded weather
(Windy weather info@windy.com Interactive webcam | webcam streams and forecast
AG) windy.com/privacy-policy view logs maps
privacy@yahooinc.com Cookie IDs, Ad
legal.yahoo.com/us/en/yahoo/pri| interaction metrics, | Programmatic ad targeting
Yahoo! Inc. vacy IP address and analytics
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